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Module/Service Features  Benefits 

M4APP 

SAML & OAuth provider 

SSO & 2FA SAML enabled cloud and on 

premise applications 

• Integrated multi-factor login authentication 

across services and applications. 

 

M4APP 

HTTP Proxy 

 

2FA applications that are not SAML enabled 

 

 

• No changes to applications required 

M4IP 

Zero trust network access 

2FA access to any IP address. 

For applications, databases, desktops, IoT, 

RDP and other IP resources. 

• No SAML or HTTP proxy integration required 

• Protect against network penetration attacks 

 

M4PAM  

Databases & Servers 

SSO and 2FA direct database, RDP, and SSH 

server access. 

• Low cost privileged access management (PAM) 

• Agentless and no changes to servers and 

databases required 

 

Mamori.io is an Australian software company that delivers high performance zero-trust security solutions for 

any sized team or organization that is looking to better manage access and privacy compliance for their cloud 

and on premise infrastructure.  The mamori server and services can be deployed on-premise or in the cloud 

Businesses can prevent ransomware and other attacks due to unauthorized access by multi-factoring access to 

applications ( SAML/No-SAML), databases, servers and other critical IP resources  

Internal and external users can access applications, servers and databases via role based access policies that 

protect your business from data breaches and help it meet compliance regulations.   

Administrators get centralized access provisioning, activity monitoring and auditing of all HTTP, IP, SQL, RDP, 

SSH and SFTP activity. 

Privacy officers can implement granular zero-trust controls over the client connection, statement execution 

and masking/encryption of data. 
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Protect SAML enabled applications – SSO/2FA application access 

 

 

 

 

 

Protect data and applications not SAML enabled – SSO/2FA & masking 

 

 

 

 

 

 

 

Protect against network penetration attacks – intrusion detection 
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Protect databases and servers – SSO/2FA direct database and server access 

 

 

 

 

 

 

 

 

 

 

Self-Host In The Cloud Or On Premise  

Don’t want all your application, SSH, RDP, and database traffic routed through a 3rd party cloud service, 

then deploy your own mamori server in your data centre or in the cloud at no extra cost. 

 

Deploy As A Managed Service In Your Cloud Of Choice 

Don’t want to deploy and manage a high available service, then request a managed mamori server in 

your cloud of choice.  We’ll deploy, monitor and manage a mamori service with automatic fail over for 

you. 

 

How to Buy 

Mamori is licensed on a per-user or per-application annual subscription basis. Servers and services are 

free to deploy as many as required.  Businesses with under twenty staff qualify for a free license 

(premium support not included). 

 

 
To Learn More, Visit: 

mamori.io 


